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1 Introduction 

VigilAir is Vorpal’s state-of-the-art drone detection, geolocation and tracking solution, 

providing a unique drone aerial situational awareness picture with extremely high accuracy 

and great clarity. 

This whitepaper discusses why VigilAir is the optimal solution for drone monitoring and 

aviation safety in airports and in the aviation industry.  

 

 

   

VigilAir 
Protect your Airport - Detect, geolocate and track drones, with high accuracy  
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2 Drones – A Challenge for Airports and Aviation 

Airports, while used to maintaining and operating a safe airspace, have witnessed a security 

paradigm shift caused by the advent of commercially available drones. Drones have become 

an easily obtainable means (readily available at stores for $500-1500 US) for breaching an 

airport’s Controlled Traffic Region (CTR) airspace, whether inadvertently or purposefully, 

putting aircraft and passengers at risk. In addition, drones enable perpetrators to bypass the 

traditional physical security safeguards prevalent at ground-based facilities, making the 

general security posture of the Airport itself much more difficult to maintain. Traditional 

means of airspace management and control (e.g. radars, optical) have an extremely hard time 

keeping up with drones due to their small size and tiny footprint, in effect providing a limited 

solution, if at all, usually fraught with false alarms.  In a similar manner, long trusted walls, 

solid gates and high fences are no longer enough to maintain facility security at airports. The 

performance and sophistication of commercially available drones is constantly on the rise, 

making this a continuously challenging problem. 

Drones are definitely causing a safety and security headache for airport and aviation officials 

worldwide. Yet, an effective solution and response to the drone threat is surprisingly 

challenging and difficult to achieve.  

Multiple events in recent years have shown drones flying well inside forbidden airport spaces 

(Controlled Traffic Region - CTR, Aerodrome Traffic Zone – ATZ etc.), in some cases flying in 

dangerously close proximity to large commercial aircraft while in-flight1,2.The number of 

recorded drone events in recent years has constantly been on the rise3. In addition, drones 

use by terrorists in conflict zones and in attacks on critical facilities4,5 are also on the rise, 

which should cause concern at airports, a traditionally high-profile target. 

Drones are hard to detect, with their small size and ever quieter engines they are surprisingly 

difficult to spot, even when flying at low altitude directly overhead. Detecting & identifying a 

drone, separating it from background noise (e.g. such as birds, if using radar or optical 

detection, or from Wi-Fi hotspots, if using RF detection), accurately geolocating it and 

effectively tracking it have proven to be technically and technologically challenging, if not 

even daunting, tasks. Without an effective situational awareness picture, airports are having 

a difficult time responding in an effective and timely manner to drone-related events. 

  

                                                      

1 FAA investigating after footage emerged of drone flying above aircraft on approach to Las Vegas, 
https://www.youtube.com/watch?v=jzXmxjGbeIk ,  
2 Drone footage of an A380 departing from Mauritius, https://www.youtube.com/watch?v=csTkMwBE45g   
3 https://www.faa.gov/uas/resources/uas_sightings_report/  
4 Syria war - https://www.bbc.com/news/world-europe-42595184  
5 https://www.reuters.com/article/us-france-nuclear-greenpeace/greenpeace-crashes-superman-shaped-
drone-into-french-nuclear-plant-idUSKBN1JT1JM  
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Recent research has shown that small drones are a real threat to commercial aviation, and 

that a drone strike at an aircraft is an event with dire consequences. The University of Dayton 

Research Institute (UDRI) Impact Physics Group studies the effects of the impact of a 2.1 

pound DJI Phantom 2 drone at the leading edge of an M20 aircraft. The drone penetrated the 

wing and disintegrated inside its frame, damaging the main spar6. 

In another recently published study, Embry-Riddle Aeronautical University shared results of a 

sUAS detection study performed near the Daytona Beach International Airport in Florida. 

During a 13-day sampling period, the researchers identified 192 drone flights performed 

within the Class C airspace around the airport. The risk these flights posed was assessed by 

comparing drone tracks to published FAA UAS facility maps. Twenty percent of the drone 

flights were determined to have posed a threat to manned aviation operation in the vicinity7. 

 

Vorpal’s VigilAir is a unique solution, successfully rising to the challenge of providing an 

accurate and detailed drone situational awareness picture, one that will enable optimal 

handling of drone related events and activities.  

  

                                                      

6 https://www.udayton.edu/blogs/udri/18-09-13-risk-in-the-sky.php  
7 International Journal of Aviation, Aeronautics and Aerospace, Volume 5, Issue 4, Article 2  
(https://commons.erau.edu/ijaaa/vol5/iss4/2)  
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3 VigilAir  

3.1 Introducing VigilAir  

VigilAir is Vorpal’s flagship solution for aerial situational awareness aimed at counter drone 

and drone management activities.  

As drones increasingly become an everyday part of our lives, the needs to monitor and 

respond to rogue drones are becoming more and more urgent yet more and more 

challenging. 

VigilAir is Vorpal’s answer to these challenges, providing an unparalleled level of accuracy and 

clarity in aerial situational awareness. With extremely sensitive detection and highly accurate 

geolocation, VigilAir detects, geolocates and tracks drones with uncanny precision. This acute 

situational awareness enables airports’ Air Traffic Control (ATC) and Security teams to 

effectively handle security and safety events associated with the operation of rogue drones, 

enabling a timely and optimal response with minimal cost. 

3.2 VigilAir - Elements and Technology  

VigilAir operates by detecting and geolocating the drones’ command and control (C2) 

communication links, as well as their data (video) feeds. This is achieved by reception of their 

Radio Frequency (RF) signals, thus VigilAir is a non-transmitting, passive solution. VigilAir is 

comprised of a ground-based system of sensors, and a SystemCenter which provide the drone 

detection, identification, geolocation and tracking functionalities.  

VigilAir is built upon Vorpal’s proprietary technologies and algorithms which provide 

extremely sensitive detection (often - even below ambient RF noise) and extremely accurate 

geolocation (magnitude of a few 10s of meters over kilometers of coverage), enabling the 

generation of a high clarity and high detail (spatial and temporal) aerial situational awareness 

picture of drones operating in the monitored areas.   

The VigilAir solution is generally comprised of multiple sensors (4 as a minimum), deployed at 

the perimeter of the Area of Interest (AOI), and a SystemCenter, The VigilAir Command and 

Control center. The sensors perform the front-end reception and detection functionalities, 

using software defined radios (SDRs), while the SystemCenter, using a COTS server, provides 

the back-end functionalities and the user interface (UI\UX). Vorpal has leveraged its 

proprietary and powerful software to run over ordinary COTS hardware, providing a uniquely 

low TCO for such a capable solution. 

The sensors are usually permanently installed at fixed sites (e.g. at the control tower, antenna 

towers, building rooftops, fence and lighting posts etc.), but ruggedized and field-deployable 

versions are also available if ad-hoc fixed (e.g. change in ATZ perimeter or aircraft flight 

patterns) and mobile deployments (e.g. activities outside the regular protected zone) are 

required. Three sensors are needed for a minimal geolocation fix, four sensors are 

recommended for enhanced accuracy and system redundancy, as well as for producing drone 
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altitude information (Z-axis information). A combination of fixed and deployable sensors can 

also be used for improved coverage flexibility. 

VigilAir’s sensors continuously communicate with the SystemCenter, a COTS mid-power 

server which acts as the Aerial Intelligence Center of the VigilAir solution. The SystemCenter 

can be located locally at the airport (e.g. at the control tower), or at a remote location of 

choice (e.g. at a data-center). The communication from sensors to SystemCenter can be done 

over wireline or wireless means (e.g. public mobile networks, cellular infrastructure or 

proprietary wireless links), as well as over the public Internet or dedicated VPN. Access to the 

user interface can be performed both locally at the SystemCenter or carried our remotely 

over LAN or WAN, using a browser, from any PC, laptop or mobile phone/device. 

Geolocation is performed with extremely high accuracy (magnitude of 10s of meters of 

accuracy over kilometers of coverage) using Time Difference of Arrival (TDOA) technology. 

This technology detects the difference in the timing arrival of the drones’ signals at the 

different sensors, then uses these differences to back-calculate the drones’ actual location at 

the optimally correct distance from the sensors. Vorpal has advanced TDOA drone 

geolocation technology to achieve higher accuracy and better performance than all currently 

available RF-based geolocation solutions. 

A basic, minimal VigilAir deployment of four sensors usually provides a 2Km X 2Km coverage 

at urban areas, and an appreciably larger area (3Km X 3Km or even larger) at open terrain or 

rural environments. Coverage can be provided and expanded to any required area by simply 

adding VigilAir sensor modules, integrating them with the same SystemCenter.  

VigilAir, in its basic configuration, provides full coverage of the 2.4GHz and 5.8GHz ISM bands 

being used by drones. This configuration can be easily expanded according to customer 

requirements to provide coverage of additional bands (e.g. drone relevant 900MHz or 

433MHz ISM bands, or any other customer-specified band). 

An important and unique VigilAir strength, resulting from it being an RF-based solution, is the 

ability to not only geolocate rogue drones, but also to geolocate the rogue drones’ operators. 

This is of course impossible with Radar/Optical/IR/Acoustic-based methods. 
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3.3 VigilAir – Functionality and Capabilities  

3.3.1 Drone Detection 

VigilAir enables the detection of drone communication and data links at great distances and 

with extremely high sensitivity even in high noise environments. This is done by employing 

advanced signals processing algorithms and procedures, optimizing the utilization of the 

carefully selected hardware, and leveraging years-long experience with the interception of 

multiple types of RF signals in general and Drone RF emissions in particular. 

The detection does not require any RF transmission, is fully passive and as such does not 

require any regulatory compliance, spectrum licensing or certification. VigilAir does not 

interfere, therefore, with any electronics or communication systems. 

3.3.2 Drone Geolocation 

Employing Vorpal- proprietary enhancements to radically power-up Time Difference of Arrival 

(TDOA) technology, VigilAir provides highly accurate geolocation of a large number of drones 

with under a second of temporal resolution. This provides reliable and clear information on 

drone location and activity. 

3.3.3 Tracking 

Multiple consecutive geolocations of the same drone enable the generation of a drone track. 

VigilAir carefully filters and fuses raw detection and geolocation information to generate a 

high fidelity moving target indication of multiple drone tracks. Since the geolocation data is 

highly accurate, the resulting tracks are also beneficial and more than adequate for the clear 

understanding of the aerial situational picture and for optimizing the response to the rogue 

drone incursions. Since drone operators can also be tracked, this provides actionable 

intelligence for operator apprehension, even in complex scenarios (e.g. the operator is in a 

moving vehicle).  

3.3.4 Aerial Situational Awareness Picture 

The VigilAir SystemCenter generates a holistic drone aerial situational awareness picture, 

which can be displayed on screen locally or easily viewed on remote devices (PCs, Tablets, 

Mobiles) using a browser. The information can also be exported to external systems over an 

easily configurable interface, using common protocols or according to customer-defined 

requirements. 

3.3.5 DroneInfo Library 

The detection, identification, geolocation and tracking of drones, depend on the ability to 

reliably identify and analyze drone related RF transmissions and waveforms. Vorpal maintains 

and constantly expands a large drone signals’ library, integrated within VigilAir. Relevant 

updates to the library are pushed to customers who have a support and maintenance contract 

in effect, in order to maintain VigilAir operating in an optimal manner, matching actual RF 

capabilities with drone market and drone technology dynamics. 
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4 VigilAir – Enabling a Measured, Surgical Response 

VigilAir provides a plethora of unique advantages which afford real value to airports and 

similar facilities wishing to effectively counter drone threats. Above all, VigilAir provides the 

highest detection sensitivity, as well as geolocation and tracking accuracy of drones. 

The high accuracy and unique clarity of the drone situational awareness picture provided by 

VigilAir enables airports to regain control of complex situations and events, and perform an 

optimal match between threat and response, minimizing airport shutdowns, delays and 

related expenses.  

The accurate, clear and continuous tracking enables the airport to handle drone related 

events in an optimal, informed and knowledgeable manner, minimizing airport shutdowns 

and delays by correctly managing the aerial drone intrusion.  

Accordingly, flight traffic can be correctly diverted away from the drone and to alternative 

runways, keeping response scope and manner in accordance with the actual event and 

minimizing un-needed shutdowns and flights re-routings.  

In addition, the airport’s security team can, if needed - with the assistance of local law 

enforcement, apprehend the drone operator with minimal effort (since his accurate location 

is known most of the times), as well as review the exact paths flown by the drones to 

forensically analyze intent and possible actions performed by the operator. 

 

5 VigilAir - Additional Advantages 

VigilAir provides a plethora of additional advantages which afford real value to airports and 

similar facilities wishing to effectively counter drone threats. The following clearly shows 

VigilAir to be the system of choice for use in airports and similar sites to provide an effective 

answer to the threats of rogue drones. 

5.1 Drone-Operator Geolocation 

While alternative counter drone technologies (radar, optical, IR etc.) are blind to the drone-

operator’s presence and location, VigilAir can geolocate the source of the command and 

control (C2) uplink source, in effect accurately locating the drone operator. Vorpal’s 

situational awareness picture thus includes operator geolocation information, and even 

operators on the move (e.g. on foot or in a vehicle) can be accurately tracked. VigilAir thus 

supports a holistic and comprehensive mitigation of drone-related events, enabling the quick 

apprehension of criminal operators before they become repeat offenders. Drone operator 

geolocation, with the unique VigilAir accuracy, provides airports with the situational 

intelligence enabling the efficient apprehension of drone operators and the successful and 

complete termination of repeat drone offenses. 
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5.2 RF-Reception based, passive solution 

VigilAir relies on passive reception of the drones’ and their operators’ RF transmissions, and 

therefore its purchase, installation and operation do not require any licensing, regulatory 

approvals or RF spectrum allocation and coordination. VigilAir will create no interference with 

airport and aviation electronics or communication systems, making it ideal and easy to deploy 

in complex environments as the system is non-transmitting and has no effect on its 

surroundings. 

Moreover, since VigilAir operates only on the intercepted RF transmission without extracting 

its content, it is fully compliant with all civilian regulations (such as FCC, Cyber and Privacy 

regulations) and can be deployed at any civilian environment (urban/city or similar) without 

any required licensing.   

VigilAir is thus a hassle-free quick route to effective aerial situational awareness picture at 

any airport, avoiding the need for any licensing requirements, permits issuance, regulatory 

authorizations, frequency coordination and licensing and similar administrative or 

bureaucratic delays. 

5.3 Maximize available response time 

VigilAir is an extremely sensitive detector of drones, in most cases detecting a drone in 

operation even before it has left the ground, thus, providing an early warning on the existence 

of drones. 

The early warning provided by VigilAir, enables maximization of the air-control and security 

personnel response time, affording understaffed and over-tasked airport teams with the 

highest chances of effectively responding to a rogue drone emergency, on location and on 

time.  

5.4 Easy and automated operation 

VigilAir’s deployment and setup are extremely easy, simple, and can be accomplished within 

a matter of minutes (for the ruggedized version) or several hours (for a fixed installation). 

VigilAir’s lightweight and unobtrusive sensors can be easily fixed unto existing infrastructure 

or placed independently using rugged cases and tripods. This enables both permanent 

deployments as well as ad-hoc ones with minimal investment of manpower and resources. 

VigilAir has been designed from its inception with a clear view of easy and automated 

operation. VigilAir does not require constant monitoring, thus creates no on-going burden on 

over-tasked airport crews. The system is constantly in an automatic search mode, and 

generates an alarm (on-screen visual, audio, SMS or e-mail) on local and remotely connected 

devices. This enables a timely response only when it is needed, freeing personnel to 

concentrate on other tasks whenever possible. 

VigilAir's operator GUI can be accessed from any device with Internet communication and the 

appropriate authorization. Thus, when an alarm is issued by VigilAir, the airport control tower 

and security teams can easily access the GUI and track the threat in real-time as well as while 

on the move (e.g. to mitigate the incoming drone or apprehend its operator), enabling 

maximal operational flexibility, minimization of the response time and optimization of 

resources.  
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5.5 Near-Zero False Alarms 

False alarms create a security and safety operational havoc – diverting flights, changing 

schedules and shutting down airport activities. In addition, repeatedly scrambling personnel 

and means to handle an emergency situation which is not really in effect results in unneeded 

expenditures, staff morale erosion and worse of all – a lowered air traffic control and security 

posture resulting from repeated false alarms. 

VigilAir’s high geolocation and tracking accuracy, coupled with its high detection sensitivity 

and advanced signals processing, all combine to provide an extremely low (near-zero) false 

alarm rate. In a counter-drone scenario this means a drastic reduction in associated costs and 

operational overhead, by minimizing actual expenses and efforts associated with un-needed 

airport shutdowns, flight diversions, flight delays, security scrambling etc. 

5.6 Large Area Coverage 

VigilAir provides a wide coverage with a minimal number of sensors. In an urban environment, 

a basic VigilAir installation of 4 sensors provides a 2 Km X 2 Km are of high-quality coverage, 

with appreciably larger coverage zones in open, rural and flat terrain.  

This capability translates to an efficient coverage of airports, their associated facilities and 

surroundings at a minimal cost, providing maximum capability at a low price and low Total 

Cost of Ownership (TCO). Additional coverage and added flexibility can be achieved using 

additional deployable sensors, where and when their use makes operational sense.  

5.7 Updated and Future Proof 

VigilAir was designed with extra care to depend on COTS hardware at minimal cost, with 

optimized software and unique proprietary algorithms to derive the best performance 

possible. VigilAir is easy to update with new DroneInfo library signatures, improved 

algorithms and optimized functionalities. Other technologies have a hard time keeping up 

with the rapidly changing drone market and drone technologies, but with VigilAir software 

updates and constant improvements are an integral part of the solution, keeping it always up 

to date and highly relevant. 

5.8 Open Interfaces and Data Export 

VigilAir’s SystemCenter provides, as described, it’s situational awareness picture over a 

system UI/UX which can be viewed locally or remotely. In addition, VigilAir’s architecture 

enables open interfacing with external systems. VigilAir’s tracking info can be provided as an   

ASTERIX compliant datastream, or via a customer defined interface. 
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6 Summary  

 VigilAir, from Vorpal Ltd., is a unique RF-detection-based solution enabling highly sensitive 

detection and highly accurate geolocation and tracking of rogue drones in the airspace of 

airports, their associated facilities and surroundings. VigilAir provides unique advantages 

which make it an ideal counter-drone solution for airports, generating full drone awareness 

through a detailed and accurate situational picture, enabling optimal management and 

handling of drone-related events. 
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Appendix A – VigilAir deployment and Architecture 

 

 

Figure 1 – Diagram showing the basic deployment of VigilAir sensors surrounding airport grounds, providing a 

2-3Km X 2-3Km (or more) of airspace drone awareness. 

 

 

Figure 3 – A simplified VigilAir architecture diagram showing sensors, SystemCenter, system connectivity and 

local and remote users. 

  

VigilAir - Basic Deployment 
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Appendix B – VigilAir Real Life Deployment examples  

 

 

 

 

 

Figure 4 – Several VigilAir sensor deployments (antenna mast, camera post, rooftop, guard 

tower).  
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