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1 Introduction 

VigilAir G is Vorpal’s state-of-the-art drone detection, geolocation and tracking solution, 

providing a unique drone aerial situational awareness picture with extremely high accuracy 

and great clarity. 

This whitepaper discusses why VigilAir is the optimal solution for counter-drone operations 

in prisons, correctional facilities and similar sites and installations. 

 

 

Figure 1 – A VigilAir G sensor (tall mast on top, right) installed on a prison guard-tower  
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2 Drones – A Challenge for Correctional Facilities 

Correctional facilities, like many other high-security sites, have witnessed a security paradigm 

shift caused by the advent of commercially available drones. Drones enable perpetrators to 

bypass the traditional security safeguards prevalent at such facilities, expanding the 

potentially available attack surface to include the vertical dimension, the so-called Z-

dimension. All of a sudden, long trusted walls, solid gates and high fences are no longer 

enough to stop attacks and breaches caused by using simple drones, readily available at stores 

at affordable prices in the range of 500-1500 US Dollars. The performance and sophistication 

of these drones is constantly on the rise. 

Events in recent years have shown drones to be effectively used for smuggling drugs, mobile 

phones & SIM cards, messages and information and even arms into well-guarded prisons (and 

in some cases even smuggling from the prison). 

Drones are definitely causing a security headache for prison security officials worldwide. Yet, 

an effective solution and response to the drone threat is surprisingly challenging and difficult 

to achieve.  

Drones are hard to detect, with their small size and ever quieter engines they are surprisingly 

difficult to spot even when flying at low altitude directly overhead. Detecting & dentifying a 

drone, separating it from background noise (e.g. such as birds, if using radar or optical 

detection, or from WiFi hotspots, if using RF detection), accurately geolocating it and 

effectively tracking it have proven to be technically and technologically challenging, if not 

even daunting, tasks. Without an effective situational awareness picture, prison teams are 

having a difficult time responding in an effective and timely manner to drone-related events. 

 

3 VigilAir G 

3.1 Introducing VigilAir G 

VigilAir G is Vorpal’s flagship solution for aerial situational awareness aimed at counter drone 

and drone management activities.  

As drones increasingly become an everyday part of our lives, the needs to counter rogue 

drones are becoming more and more urgent yet more and more challenging. 

VigilAir is Vorpal’s answer to these challenges, providing an unparalleled level of accuracy and 

clarity in aerial situational awareness. With extremely sensitive detection and highly accurate 

geolocation, VigilAir detects, geolocates and tracks drones with uncanny precision. This acute 

situational awareness enables prison security crews to effectively handle security and safety 

events associated with the operation of rogue drones, enabling a timely and optimal response 

with minimal cost. 
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3.2 VigilAir-G - Elements and Technology  

VigilAir-G operates by detecting and geolocating drones’ command and control (C2) 

communication links, as well as their data (video) feeds. This is achieved by reception of these 

RF signals, thus VigilAir is a non-transmitting, passive solution. VigilAir-G is a ground-based 

system of sensors and SystemCenter which provide the drone detection, identification, 

geolocation and tracking functionalities.  

VigilAir-G is built upon Vorpal’s proprietary technologies and algorithms which provide 

extremely sensitive detection (sometime – even below ambient RF noise) and extremely 

accurate geolocation (few 10s of meters range over kilometers of coverage), enabling the 

generation of a high clarity and high detail (spatial and temporal) aerial situational awareness 

picture of drones operating in the monitored areas.   

VigilAir-G solution is generally comprised of multiple sensors (3-4 as a minimum), deployed at 

the perimeter of the Area of Interest (AOI), and a SystemCenter, The VigilAir Command and 

Control center. The sensors perform the front-end reception and detection functionalities, 

using software defined radios (SDRs), while the SystemCenter, using a COTS server, provides 

the back-end functionalities and the user interface (UI\UX). Vorpal has leveraged its 

proprietary and powerful software to run over ordinary COTS hardware, providing a uniquely 

low TCO for such a capable solution. 

The sensors can be permanently installed at fixed sites (e.g. at guard towers, facility antennas, 

fence and lighting posts etc.), or ruggedized and field-deployable for ad-hoc fixed (e.g. event 

protection) and mobile deployments (e.g. activities outside prison grounds). Three sensors 

are needed for a minimal geolocation fix, four sensors are recommended for enhanced 

accuracy and system redundancy, as well as for producing drone altitude information (Z-axis 

information). A combination of fixed and deployable sensors can also be used for improved 

coverage flexibility. 

VigilAir G’s sensors continuously communicate with the SystemCenter, a COTS mid-power 

server which acts as the Aerial Intelligence Center of the VigilAir solution. The SystemCenter 

can be located at the same facility that’s being monitored (e.g. at a prison’s center of 

operations), or at a remote location of choice (e.g. at a government data-center). The 

communication from sensors to system center can be done over wireline or wireless means 

(e.g. public mobile networks, cellular infrastructure or proprietary wireless links), and over 

the public Internet or dedicated VPN. Access to the user interface can be performed both 

locally at the SystemCenter or carried our remotely over LAN or WAN, using a browser, from 

any PC, laptop or mobile phone/device. 

Geolocation is performed with extremely high accuracy (magnitude of 10s of meters of 

accuracy over kilometers of coverage) using Time Difference of Arrival (TDOA) technology. 

This technology detects the difference in the timing arrival of the drones’ signals at the 

different sensors, then uses these differences to back-calculate the drones actual location at 

the optimally correct distance from the sensors. 
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A basic VigilAir-G deployment of four sensors usually provides a 2Km X 2Km coverage at urban 

areas, and an appreciably larger area at open terrain environment. To cover larger areas, 

additional VigilAir sensor modules can be added and integrated with the same SystemCenter.  

VigilAir-G, in its basic configuration, provides full coverage of the 2.4GHz and 5.8GHz ISM 

bands being used by drones. This configuration can be easily expanded according to customer 

requirements to provide coverage of additional bands (e.g. drone relevant 900MHz or 

433MHz ISM bands, or any other customer-specified band). 

An important and unique VigilAir strength, resulting from it being an RF-based solution, is the 

ability to not only geolocate rogue drones, but also to geolocate the rogue drones’ operators. 

This is of course impossible with Radar/Optical/IR/Acoustic-based methods. 
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3.3 VigilAir G – Functionality and Capabilities  

3.3.1 Drone Detection 

VigilAir G enables the detection of drone communication and data links at great distances and 

with extremely high sensitivity even in high noise environments. This is done by employing 

advanced signals processing algorithms and procedures, optimizing the utilization of the 

carefully selected hardware, and leveraging years-long experience with the interception of 

multiple types of RF signals in general and Drone RF emissions in particular. 

The detection does not require any RF transmission, is fully passive and as such does not 

require any regulatory compliance, spectrum licensing or certification. VigilAir G does not 

interfere, therefore, with any electronics or communication systems. 

3.3.2 Drone Geolocation 

Employing proprietary enhancements to radically power-up Time Difference of Arrival (TDOA) 

technology, VigilAir G provides highly accurate geolocation of a large number of drones with 

under a second of temporal resolution. This provides reliable and clear information on drone 

location and activity. 

3.3.3 Tracking 

Multiple consecutive geolocations of the same drone enable the generation of a drone track. 

VigilAir G carefully filters and fuses raw detection and geolocation information to generate a 

high fidelity moving target indication of multiple drone tracks. Since the geolocation data is 

highly accurate, the resulting tracks are also beneficial and more than adequate for the clear 

understanding of the aerial situational picture and for optimizing the response to the rogue 

drone incursions. Since drone operators can also be tracked, this provides actionable 

intelligence for operator apprehension, even in complex scenarios (e.g. the operator is in a 

moving vehicle).  

3.3.4 Aerial Situational Awareness Picture 

The VigilAir G SystemCenter generates a holistic drone aerial situational awareness picture, 

which can be displayed on screen locally or easily viewed on remote devices (PCs, Tablets, 

Mobiles) using a browser. The information can also be exported to external systems over an 

easily configurable interface, using common protocols or according to customer-defined 

requirements. 

3.3.5 DroneInfo Library 

The detection, identification, geolocation and tracking of drones, depend on the ability to 

reliably identify and analyze drone related RF transmissions and waveforms. Vorpal maintains 

and constantly expands a large drone signals’ library, integrated within VigilAir G. Relevant 

updates to the library are pushed to customers who have a support and maintenance contract 

in effect, in order to maintain VigilAir G operating in an optimal manner, matching actual RF 

capabilities with drone market and drone technology dynamics. 
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4 VigilAir-G Advantages 

VigilAir-G provides a plethora of unique advantages which afford real value to prisons and 

correctional facilities wishing to effectively counter drone threats. The following advantages 

clearly show VigilAir to be the system of choice for use in prisons, correctional facilities and 

similar sites. 

4.1 RF-Reception based, passive solution 

VigilAir G relies on passive reception of the drones’ and their operators’ RF transmissions, and 

therefore its purchase, installation and operation do not require any licensing, regulatory 

approvals or RF spectrum allocation and coordination. VigilAir-G will create no interference 

with electronic or communication systems, making it ideal and easy to deploy in complex 

environments as the system is non-transmitting and has no effect on its surroundings. 

Moreover, since VigilAir-G operates only on the intercepted RF transmission without 

extracting its content, it is fully compliant with all civilian regulations (such as FCC, Cyber and 

Privacy regulations) and can be deployed at any civilian environment (urban/city or similar) 

without any required licensing.   

VigilAir-G is thus a hassle-free quick route to effective aerial situational awareness picture at 

any prison, avoiding the need for any licensing requirements, permits issuance, regulatory 

authorizations, frequency coordination and licensing and similar administrative or 

bureaucratic delays. 

4.2 Maximize available response time 

VigilAir-G is an extremely sensitive detector of drones, in most cases detecting a drone in 

operation even before it has left the ground, thus, providing an early warning on the existence 

of drones. 

The early waring provided by VigilAir-G, enables maximization of the prison personnel 

response time, affording understaffed prison security teams with the highest chances of 

effectively responding to a rogue drone emergency, on location and on time.  

4.3 Enabling a measured, surgical response 

VigilAirG provides the highest geolocation and tracking accuracy of drones. 

The accurate and continuous tracking enables the prison to optimize and focus its resources 

on the relevant sectors of the facility which were actually infiltrated by the drone.  

Thus, a minimal crew can be effectively dispatched to the correct sector and zone within a 

correctional facility to follow the drone's exact route (sometimes up to a small group of cells 

or even a specific cell). This enables optimal use of low manpower resources, as well as the 

highest chances of mitigating drone activity (e.g. using jammer-guns) and apprehending 

dropped contraband, the drone itself and even its operator. 

4.4 Easy and automated operation 

VigilAir-G’s deployment and setup are extremely easy, simple, and can be accomplished 

within a matter of minutes. VigilAir’s lightweight and unobtrusive sensors can be easily fixed 
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unto existing infrastructure or placed independently using rugged cases and tripods. This 

enables both permanent deployments as well as ad-hoc ones (e.g. for important events or 

following enabling intelligence of an expected drone breach attempt) with minimal 

investment of manpower and resources. 

VigilAir-G has been designed from its inception with a clear view of easy and automated 

operation. VigilAir-G does not require constant monitoring, thus creates no on-going burden 

on over-tasked prison crews. The system is constantly in an automatic search mode, and 

generates an alarm (on screen, audio, SMS or e-mail) on local screen and remotely connected 

devices. This enables a timely response only when it is needed, freeing personnel to 

concentrate on other tasks whenever possible. 

VigilAir-G's operator GUI can be accessed from any device with Internet communication and 

the appropriate authorization. Thus, when an alarm is issued by VigilAir-G, the facility security 

team can easily access the GUI and track the threat in real-time while on the move to mitigate 

the incoming drone, enabling maximal operational flexibility, minimization of the response 

time and optimization of resources.  

4.5 Near-Zero False Alarms 

False alarms create a security and safety operational havoc – repeatedly scrambling personnel 

and means to handle an emergency situation which is not really in effect. This results in 

unneeded expenditures, staff morale erosion and worse of all – a lowered security posture 

resulting from repeated false alarms. 

VigilAir G’s high geolocation and tracking accuracy, coupled with its high detection sensitivity, 

combine together to provide an extremely low (near-zero) false alarm rate. In a counter-

drone scenario this means a drastic reduction in operational overhead, for example in actual 

expenses and costs associated with un-needed prison and inmates lockdowns, prison-yard 

evacuations, dispatching unnecessary guard-forces etc. 

4.6 Large Area Coverage 

VigilAir-G provides a wide area coverage with a minimal number of sensors. In an urban 

environment, a basic VigilAir installation of 4 sensors provides a 2 Km X 2 Km are of high 

quality coverage, with appreciably larger coverage zones in open and flat terrain.  

This capability translates to an efficient coverage of prisons and correctional facilities at a 

minimal cost, providing maximum capability at a low price and low Total Cost of Ownership 

(TCO). Additional coverage and added flexibility can be achieved using additional deployable 

sensors, where their use makes operational sense.  

4.7 Updated and Future Proof 

VigilAir-G was designed with extra care to depend on COTS hardware at minimal cost, with 

optimized software and unique proprietary algorithms to derive the best performance 

possible. VigilAir-G is easy to update with new DroneInfo library signatures, improved 

algorithms and optimized functionalities. Other technologies have a hard time keeping up 

with the rapidly changing drone market and drone technologies, with VigilAir software 
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updates and constant improvements are an integral part of the solution, keeping it always up 

to date and highly relevant. 

4.8 Drone-Operator Geolocation 

While alternative counter drone technologies (radar, optical, IR etc.) are blind to the drone-

operator’s presence and location, VigilAir can geolocate the source of the command and 

control (C2) uplink source, in effect accurately locating the drone operator. Vorpal’s 

situational awareness picture thus includes operator geolocation information, and even 

operators on the move (e.g. on foot or in a vehicle) can be accurately tracked. VigilAir™ thus 

supports a holistic and comprehensive mitigation of drone-related events, enabling the quick 

apprehension of criminal operators before they become repeat offenders. In many drone-

related incidents in prisons, it was evident that determined criminals operated repeated 

drone incursions to prisons as an active commercial business. Drone operator geolocation, 

with the unique VigilAir-G accuracy, provides prisons and correctional facilities with the 

situational intelligence enabling the apprehension of drone operators and the successful and 

complete termination of such repeated activities. 
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5 Summary  

 VigilAir-G, from Vorpal Ltd., is a unique RF-detection based solution enabling highly sensitive 

detection and highly accurate geolocation and tracking of rogue drones in the airspace of 

prisons and correctional facilities. VigilAir-G provides unique advantages which make it an 

ideal counter-drone solution for prisons. 
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Appendix A – VigilAir-G deployment and Architecture 

 

 

Figure 2 – Diagram showing the basic deployment of VigilAir G sensors surrounding prison grounds, providing 

2Km X 2Km (or more) of airspace protected from drones. 

 

 

Figure 3 – A simplified VigilAir-G architecture diagram showing sensors, SystemCenter, system connectivity and 

local and remote users. 

  

VigilAir-G High Level Basic Deployment 
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Appendix B - VigilAir-G Real Life Deployment examples  

 

 

 

 

 

Figure 4 – Several VigilAir G sensor deployments (antenna mast, camera post, rooftop, guard 

tower).  
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